
Report to Audit and Governance Committee on 26th June 2015 on the actions 
taken in relation to key recommendations made in the audit report dated 5th 
January 2015 relating to the audit of Business Continuity Management.

Lead Officer: Stewart Edgar – Chief Fire Officer

Summary of Audit Area 
The Civil Contingencies Act 2004 requires all Local Authorities to have Business 
Continuity Management (BCM) arrangements in place so that critical parts of the 
service can continue or be reinstated with minimal delay following a severe 
disruption e.g. prolonged loss of ICT, power loss, high staff absenteeism, flooding. 
Service disruption is one of the key strategic risks of the Council and formally 
recorded and reported under SR10.2.

Summary Terms of Reference of the Audit
The Council’s BCM Strategy requires senior management to identify ‘critical 
services’ and to establish BCM arrangements. A key component of the framework is 
the consideration and drafting of a service BCM Plan using the Council’s agreed 
methodology. This audit:

a) Evaluated service compliance with the Council’s strategy, which requires 
BCM arrangements to be:

 Formulated after the consideration of a:
o Business Impact Analysis;
o Risk Assessment; and 
o Business Continuity Strategy for the service.

 Documented to an appropriate level of detail using the Corporate 
template;

 Effectively communicated to staff within the service area;
 Regularly reviewed to ensure the arrangements and contact details 

remain current; and
 Subject to testing on a periodic basis.

 
b) Ascertained how strategic risk SR10.2 is updated, who is responsible to do 

this and what information / assurance is received by the risk owner prior to the 
update.  

Risks
 BCM is not considered or effective / poor service delivery / Damage to 

reputation.
 Denial of access to strategic premises i.e. Shire Hall complex.
 Non compliance with legislation.

Key Findings 
 Following the introduction of the New Operating Model, the Civil Protection 

Team no longer has a coordination role or provides training and plan 
preparation on BCM. Whilst they retain their response role there is no 
corporate support for BCM available to Service Managers.



 The guidance and methodology on Staffnet is appropriate and if followed this 
will assist service managers to identify the service critical functions / assess 
the risks facing their delivery and to consider appropriate arrangements. 
However, this needs updating to clarify where any queries or requests for 
help from service managers should be directed to.

 The onus is on service managers to consider and establish the BCM 
arrangements for their services. However, conflicting resourcing requirements 
can mean that BCM will not receive the required level of attention, particularly 
around (1) Business Impact Analysis and (2) Risk Assessment and 
subsequent drafting, maintenance and ongoing review of the plan.
 

 The Corporate Recovery Plan is intended to provide a framework for 
maintaining priority services in the event of a major disruption e.g. Floods. 
Both the plan and pages on Staffnet record that this will be subject to 
scenario based testing on an annual basis by CoMT with the results used to 
help inform any future changes to the plan. The audit identified that the last 
review/exercise by CoMT was undertaken in February 2011 and therefore this 
key governance / oversight is not operating as envisaged. At the time of the 
audit, the plan was work in progress as Section 3: Critical Services – 
Individual Service Priorities have not been identified / listed.

 The Property Management – Initial Recovery Plan was drafted in 2009 and 
has not been updated to reflect operational / service changes or the 
subsequent disposal of a high number of properties in the following period. 
The plan refers to the Property Recovery Team moving to the Hucclecote 
Centre which has been sold and being developed. The plan needs to be 
updated and also to consider how the Council would respond to a sustained 
closure/non-access of key premises (particularly the Shire Hall complex 
given its strategic importance).

 The ICT Recovery Plan seeks to include the recovery of critical business 
services, although this list is incomplete being last updated in 2009. The 
Interim ICT Manager feels that in general there is a lack of buy-in from 
service managers to ensure that the ICT Service is advised of which 
systems or services are considered critical to their operations and therefore 
the plan is not as informed as it could be. Moving forward, there is a need to 
identify the Council’s critical systems / services and once this is achieved to 
update the ICT Recovery plan (to also incorporate the current strategy) with 
the key elements to be reflected in the Corporate Recovery Plan.

 This Strategic risk had been identified as a residual “low risk” based upon the 
expected controls and further actions to be completed. However, the absence 
of effective assurance processes and the ongoing delays/lack of resources to 
complete the further actions, Internal Audit challenged the accuracy of a low 
risk assessment that was being reported. Following a re-assessment, the 
Strategic Risk is now reported as a residual risk score of 9 (moderate risk) 
which is a more realistic assessment of the robustness of the Council’s 
current BCM arrangements.  



Conclusion

The Council’s BCM arrangements are fragmented and there is an absence of 
effective corporate oversight by senior management. In recent years the BCM 
arrangements within service areas has received less focus than had been the case 
previously which may correspond with the change of emphasis (under the New 
Operating Model) by the Civil Protection Team and the unprecedented widespread 
restructuring / downsizing of services across the Council. 

The absence of any dedicated resources to oversee the co-ordination of the 
Council’s BCM arrangements is considered to be a significant weakness in these 
arrangements and senior management should reconsider whether this 
uncoordinated approach is appropriate going forward.  

Action taken as at end of May 2015 or proposed

Corporate oversight by senior management has been significantly strengthened, and 
the Chief Fire Officer/Operations Director as the Risk Owner attends the BCM 
Assurance Group and reports the group’s activities direct to CoMT, through a 
rigorous governance process.  The group itself is made up of senior managers from 
across the whole council each of whom facilitates effective planning in their 
respective business areas.

There is now a dedicated resource in place (in the form of 1 x Civil Protection Officer 
reporting directly to the Operations Lead) who oversees the co-ordination of the 
Council’s BCM arrangements and also assists and challenges Service Managers in 
the development and implementation of BCM plans.

A list of completed actions, from the remedial plan, is attached for information. 

A recent serious interruption to the delivery of council services occurred on 1st April 
2015 when the council’s access to internet was disrupted.  BCM arrangements were 
very successfully implemented and an organisation-wide command and control 
framework was activated in accordance with the Corporate Response Plan.

Whilst lessons were learnt, the impact on the council and its’ customers was 
minimal.




